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EXECUTIVE SUMMARY

Commercial development

of space, the moon, and
eventually the planets has begun.
Every major nation on earth is
investing heavily in space, while
industry is investing hundreds

of billions of dollars every year

to develop the next commercial
enterprise of the human race.

The United States has
traditionally led in the
development of space
technology but today is rapidly
falling behind just as industry
and commerce are stepping up to
the opportunity.

Itis now time for the U.S.
government to step up, assert
U.S. leadership, invest in the
economic future of the human
race, and maintain America’s
position as first in space just as
we are first on Earth.

Addressing this challenge
appropriately will require

a retooling of NASA from a
research and exploration agency
into the arm of government

that supports, facilitates, and
underwrites the economic
development of space. We will
need to empower and resource
the Department of Defense
(DoD) to protect our commercial
and national interests in space;
maintaining open and free space
commerce. And, we will need

to direct our vast Intelligence
Community (IC) to focus on this
new frontier keeping us informed
of the activities, intentions, and
misintentions of our competitors
as well as our adversaries.

Commercial
levelopment of
space, the moon,
and eventually
the planets has

hegun.

Space is the
next frontier

for economic

dlevelopment.




2 AMERICAN SPACE ENTERPRISE AND SECURITY | © 2018, POTOMAC INSTITUTE FOR POLICY STUDIES

Space is the Next Frontier for
Economic Development

Throughout U.S. history, the govern-
ment has served as a key investor in
the essential science, technology,
and infrastructure that provided
the foundations for commercial
enterprise to thrive. To realize our
great potential in space, the na-
fional space program of the United
States needs to be redesigned,
with NASA driving and enabling
civiland commercial space.

N

Maintaining Free and Open
Space Activities

The Department of Defense is tasked
with protection of the United States
and our interests globally. As the
United States moves to space, we
need fo further task the Department
of Defense with profection of U.S.
assets, citizens, and commercial
activities in space, as well. Ensuring
the free and open flow of people,
technology, and commerce in
space is crifical to U.S. interests
today and will only become more
k so as this new frontier is realized.

Maintaining Awareness
and Intelligence

The United States Intelligence Com-
munity has served as the beacon
of warning that ensures our free-
dom and deters surprise. Our vast
global inteligence capability has
played a critical role in sustaining
U.S. leadership and will be just as
critical as we move into space.
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Space offers

the Trump
Administration
the extraordinary
opportunity

to foster U.S.
leadership in

space.
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This opportunity is exciting, but it will not last for-
ever. In sharp contrast to investments of the past,
investment in space is not purely an American in-
vestment, and is thus not at a time of our choos-
ing. Already, the ascendancy of other competing
space-faring nations is threatening the longstand-
ing American space hegemony with possible de-
cline. As demonstrated by the growing capabilities
of the People’s Republic of China, the U.S. can no
longer assuredly guarantee the competitive advan-
tages afforded by its space-based assets. Simulta-
neously, our economic and defensive reliance on
these assets has risen to the point of dependence.
As its value continues to rise, space has become
a warfighting domain just like air, land, and sea,
as was sharply illuminated by Chinese antisatellite
(ASAT) test in 2007 that destroyed a malfunction-
ing weather satellite. Today, “Space is fundamental
to every single military operation that occurs on
the planet today.”"

The importance of the space domain to the US.
economy and its national security will only contin-
ue to grow. This environment offers daunting chal-
lenges, but also contains vast potential for growth.
Space truly is the next frontier for exploration, eco-
nomic development, and warfare, and this admin-
istration can make a concerted national investment
to solidify U.S. leadership moving forward.

The historical precedence of past US. govern-
ment investment in promising industries and new
frontiers like the railroads, the highway system and
the semiconductor industry shows that substantial
federal funding is crucial to jumpstart ventures re-
quiring high-cost, high-risk initial investment. This
forward-thinking investment is one of the inherent
functions of the federal government. No private
sector individual, company, or conglomerate will
assume responsibility for the economic well-being
of its populace or possesses the resources to create
new industries. Only government is capable of tak-
ing a long-term view of the general health of the
economy, and providing the funding for far-reach-
ing investments. Just as the Space Race produced
profitable technologies like satellites, this new era
of space will create untold new technologies and

novel industries. The types of ventures that are
currently being envisioned by the commercial sec-
tor include asteroid mining, lunar mining, civilian
tourism, on-orbit manufacturing, and in-orbit ser-
vicing, These are all multi-billion dollar projects
that could take companies decades to realize, if
at all, due to their new and experimental nature.
Such delays could be perilous for the US., who
might find itself usurped by another country more
willing to subsidize its commercial space industry.

NASA is uniquely positioned to function as the
mechanism for directing and funding this invest-
ment, which would require a fundamental shift
in the agency’s mission. To do this, NASA’ role
should be to support, direct, and enable indus-
try, just as the commercial airline industry was
fostered under government direction. In-house
technology development should be outsourced
and contracted to industry, along with a transi-
tion from internal science research to funding of
research, similar to the practices of the National
Science Foundation (NSF). NASA centers should
function largely as industry partnership centers
rather than full research and development (R&D)
procurement, production, and operations centets.

There is successful precedence for this type of re-
structuring. DoD has a defense industrial base to
support its mission, NASA should have a similar
space industrial base. The Department of Energy
has its own labs, but does not build and operate
the whole national grid — that has been commer-
cialized. NASA can become a hybrid of these
practices, using best practices from various suc-
cessful government-commercial ventures while
also leveraging its existing institutional knowledge,
infrastructure, and expertise in concert with pri-
vate ventures. Granting NASA an increased bud-
get to further underwrite costs and fund commer-
cial ventures will stimulate a vibrant commercial
economy and infrastructure in space.

As the US. expands its civilian presence in space
through NASA’s guidance of the private sector,
the Department of Defense (DoD) will have to
accompany it to ensure the protection of all na-
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tional assets. In the past, the US. was able to de-
fend and protect its expanding economic interests
through the diligent efforts of the US. military.
The exploration, expansion and settlement of the
U.S. frontier and its commercial interests would not
have been possible to defend and maintain without
the creation of the frontier forts by the U.S. Army.
Similarly, commerce on the high seas was only
achievable because of the protection from piracy
by the U.S. Navy.

In parallel with historical examples, the competi-
tive trends in space will necessitate a strong military
presence for the deterrence of aggression and the
protection of critical national interests, over and
above the capabilities that exist today including
the maintenance of free and open space-lines-of-
communication. DoD should build a space defense
capability to protect our space assets and keep criti-
cal infrastructure open. This will include the ability
to defend our space assets in situ, and if necessary,
wage war in space. DoD’s authorization should be
updated to reflect this need. This includes grant-
ing the Air Force the authority to acquire, equip,
and man all space defense capabilities as necessary,
without relying on any Title 50 agencies.

Countries like China have already matured their
perspective of space to one of a domain of en-
terprise by reorganizing its military (e.g, the

Strategic Support Force) and heavily invest-
ing in various technologies that target wvul-
nerable US. space-based operational centers
(e.g, A2/AD, kinetic-kill, co-orbital, and di-
rected energy ASAT weapons), with the goal
of maintaining lasting infrastructure in space.’
To maintain leadership in space, we must em-
brace space as “the next frontier” by protecting
our interests and citizens.

The IC’s mission should likewise be updated
to support the increased DoD mission, and
clearly delineate its role. This represents a split
in the existing National Reconnaissance Office
(NRO) structure; DoD must re-establish acqui-
sition authority for all space assets needed in its
expanded mission, while the IC should be au-
thorized to develop, procure, and deploy assets
as necessary for all national security data col-
lection technology under the sole authority of
the Director of National Intelligence (DNI). As
DoD capabilities and potential future conflicts
continue to migrate into the space domain, the
IC must similarly evolve to collect information
and intelligence in outer space, not just from
outer space. They should hold responsibility for
all space situational awareness, including all col-
lection and dissemination of relevant data, and
develop the capabilities to know what adversar-
ies are doing throughout the entire solar system.
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INFRASTRUCTURE
INVESTMENT

Interstate Highway

INITIAL INVESTMENT

Government

OUTCOME

By 1995 the highway

RETURN ON
INVESTMENT

Estimated at

System project over 40 had refurned $4.1 trillion 36:1 by 1995.
years spending in fotal benefits.
about $113 billion
by 1995.

Erie Canal Federal government | By 1882 had collected $3 At least 28:1,

S&T INVESTMENT

Human Genome
Project

invested $107
million to construct
the Canal.

INITIAL INVESTMENT

Federal government
invested $9.2
billion.

billion in tolls alone, not
including opening transit
and new industries.

OUTCOME

Massive in biotech
industry and related fields
valued at $891 billion.

with substantially
more value in
fransportation
and fravel.

RETURN ON
INVESTMENT

Currently 97:1
and growing.

The Internet

ARPA invested $7
million in ARPANET.

Creation of the Internet,
and entire new industry.
Businesses directly involved
with the Internet generated
almost $1 trillion in 2015.

At least1,000,000:1.

Semiconductors

Government
conftracts totaling
$350,000,000
awarded to Western
Electric, General
Electric, Raytheon,
RCA, and Sylvaniain
1952-53 and 1956-57
to research transistor
technology.

In 2015, the U.S. companies
produced 50% of the
world's semiconductors,
valued at $339 billion.

968:1 and growing,
taking into
consideration only
the investments
made by the

USG to develop
semiconductors for
defense industrial
base use.

Table 1. Past U.S. Government Investments with Significant
Return on Investments. All costs adjusted for inflation to 2017 dollars.
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THE ERIE AND C&0 CANALS

In response to a need for expanded transporta-
tion routes, with the goal of stimulating an already
growing economy and expanding its reach, in
1810 the Legislature formed the Canal Commit-
tee, much to the chagrin of the ruling majority.’
But with time, many came to see the need to think
ahead of a rapidly growing economy to promote
its continued well-being, and in 1817, Congtess
passed an Act that allowed for initial construction
of the Erie Canal to begin.

The Erie Canal is one of the first examples of a
government investment that led to the creation of
many new sectors, prompting massive returns on
investment for both government and private in-
dustry. At its completion in 1825, the Erie Canal
was 363 miles long, connecting New York and the
upper Midwest.* To fund its construction, the New
York State government invested approximately $7
million, and in order to put in perspective the enot-
mous economic boon the Canal provided not only
to the state of New York but to the nation as a
whole, consider this: toll revenue alone from those
using the Erie Canal paid off the state bonds taken
out to fund it in only nine short years.

Many believe the return on investment (ROI) of
the Erie Canal to be incalculable, given its im-
pact on innovation and commercial expansion
east-to-west, though the calculated ROI in 1882
from toll revenue alone was $121 million in 1882
dollars.® The construction of the Erie Canal
seeded the industrialization of New York City
into the city the world knows today, dramatically
increasing its population. Furthermore, while
the economic impact the Erie Canal is difficult
to quantify, consider another starling figure: the
Erie Canal cut the cost of shipping from $100
per ton of cargo to just $8 per ton of cargo.’

Likewise, construction of the Chesapeake and
Ohio Canal began in 1828 with mixed public-
private investment. The Canal was completed in
1850 with a final price tag of $11 million.® The
“C&O Canal,” as it came to be known, allowed
for the shipment of flour, grain, building materi-

als, and later coal to bustling Georgetown, Wash-
ington D.C.” New jobs sprung up along the C&O
Canal, then new towns, and finally the develop-
ment of a new Canal-localized economy that grew
to benefit local and state governments, as well as
those working on the Canal. Even though it no
longer serves industrial purposes, the C&O Ca-
nal still generates revenue and contributes to the
economy as a site for recreation and tourism. In
this way, though the C&O Canal had an immedi-
ate impact on the local economy of the Midwest
and mid-Atlantic states, and prompted immediate
returns on investment both during its construc-
tion and after its completion. Furthermore, the
Canal continues to make an economic impact into
its old age. In parallel with the potential impacts
of NASA seeding the civil development of space,
imagine how an initial investment in space infra-
structure could enable private industry to dramati-
cally decrease the cost per pound in orbit.

THE HOMESTEAD ACT OF 1862:
GIVING LAND, SEEDING OUR
NATION'S WESTWARD EXPANSION

One of the most significant investments in west-
ward expansion was the Homestead Act of 1862,
which prompted the industrial development of the
West. By offering settlers 160 acres of land in ex-
change for a 5-year commitment to develop that
land, it provided men and women the opportunity
to pioneer the western frontier, and simultaneously
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develop and cultivate untouched land. In fact, 10 %
of the United States was settled as a result of this
Act. The distribution of public land to private citi-
zens revolutionized westward expansion, the ef-
fects of which can still be detected today."

THE TRANSCONTINENTAL RAILWAY

The construction of the first transcontinental rail-
way, from Omaha, NE to Sacramento, CA allowed
for the opening of general access to the West. No
longer did those wishing to manifest their destiny in
the Western territories have to slog on foot, in cov-
ered wagons through unknown terrain. The USG’s
investment in the railroad was a shot in the datk,
and was an investment too large for private industry
to make for the sake of business development. The
railroad dramatically reduced the cost and travel
time for those who wished to move West, from a
six-month-long journey costing $1000, to a week-
long trip costing $150." This drove up interest in
moving westward, and stimulated the permanent
settlement of California and what would become

the western United States. The first transcontinen-
tal railway system also proved to generate a large
profit for private industry, invigorating the econo-
my while providing and easy avenue for westward
expansion and thus the creation of new markets.

Similar to the way in which the transcontinental
railway brought about a new economy, the first ten
years of the Union Pacific Railway saw $50 mil-
lion worth of cargo shipped every yeat.'” Though
the construction of the Union Pacific Railway was
at heart a private endeavor, the USG passed leg-
islation allocating funds to aide its construction
through the Pacific Railroad Acts of 1862 and
1864.7 Today, the very same railroads in which
the USG initially invested are still heavily used for
freight, and account for 39.5% of all shipping in
the United States."

In a broader sense, the proliferation of railroads,
and the USG’s investment, led to a2 boom in inno-
vation, spawning new economic centers and local
industries.

The USG’s decision to subsidize the construction
of the Transcontinental Railway continued the
progress set in motion by the construction of the
Erie Canal, expanding the United States’ economic
leadership westward. As history has demonstrat-
ed, USG investments in critical infrastructure are
not only positive, but play a necessary role in U.S.
economic growth and competitiveness. A similar
underwriting of private industry’s endeavors in de-
veloping civil space by NASA would continue the
United States’” heritage of promoting innovation
and driving leadership on the next frontier.
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THE INTERSTATE HIGHWAY SYSTEM

The next great investment made by the govern-
ment that prompted private industry leadership
in a new sector was Dwight D. Eisenhower’s In-
terstate Highway System. In 1956, the Federal-
Aid Highway Act (F-AHA) allocated $26 billion
to build a 41,000-mile-long network of highways
in the United States, estimating that by project’s
end, costs would total $41 billion. In 1995, on-
going construction, operations, and maintenance
had totaled $329 billion dollars (this translates to
$58.5 billion in 1956 dollars). Though the Inter-
state Highway System cost 37% more than the
initial estimate made by the Federal-Aid Highway
Act, it has directly returned $6 for every $1 spent.
Even more, the U.S. as a whole has benefited by a
margin of $2.1-2.5 trillion over the 40-year period
from 1956 to 1996. This is 6-7.5 times the initial
investment made by the USG in 1956."> 16

The Interstate Highway System also served the eco-
nomic interests not only of the USG itself, fulfilling
its need for hastened defense transportation, but of
vehicle, oil, gas, and tire companies, as well as union
groups. Upon completion, these highways reduced
travel time, increased interstate shipping, and pro-
vided a boost to automobile industry sales.!” The
act of investing in new modes of interstate travel
set in action a chain of other economic events, fa-
cilitated by the new ease of interstate travel.

In addition, the construction of federal highways
addressed several concerns. They allowed for quick
evacuation from urban areas in the case of an
atomic attack, a reduction in local traffic, and in-
creased ease of intercontinental travel.'"® As noted,
the interstate not only eased travel but allowed for
the development of an extensive shipping infra-
structure. To date, the Interstate Highway System is
the most extensive public works project ever com-
pleted, with one of the largest returns on invest-
ment in history."”
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THE HUMAN GENOME PROJECT

United States government investment has also
impacted the field of biology, with an investment
to sequence the human genome via the Human
Genome Project (HGP) in 1988. The National In-
stitutes of Health and the Department of Energy
supported this effort that set out to identify all
3 billion base pairs that make up genes in the hu-
man DNA sequence.” This sequencing research
has been used to make advancements in medicine,
though this has not been the only impact of the
sequencing of the human genome. Thanks to the
HGP, impacts have been made in the sectors of
renewable energy development, industrial bio-
technology, agricultural biosciences, veterinary
sciences, environmental science, forensic science,
homeland security, and others.”

Between 1988 and 2003, the USG invested $5.6 bil-
lion (in 2010 dollars), through the completion of
the sequencing of the human genome in 2003. It
was estimated that up until 2011, the initial invest-
ment had led to a $746 billion ROI, with approxi-
mately $141 returned to the U.S. economy for every
$1 in government funding invested, with more re-
turns every year.”” In 2010 alone, federal, state, and
local income tax revenues totaled $6 billion, more
than the government’s entire 13-year investment.”

The applications of the HGP are manifold, but
include the diagnosis of single gene disorders,
assessment of genetic disease, the development
of new drugs, and gene therapies, to name a few.™
Perhaps the best part of government investment in
the HGP is the scale of returns that the NIH and
DOE are already seeing, in such a short time since
the end of the project. Those returns will only con-
tinue to grow in terms of tax revenue, job creation,
personal income, and U.S. economic output. While
the HGP is still a relatively recent example of the
USG’s investment in scientific R&D, it is one of
the better examples of the government supporting
research that pushes frontier boundaries, creates
new industries, and seeds U.S. leadership.

THE DEVELOPMENT OF THE
SEMICONDUCTOR INDUSTRY

Semiconductors are the building blocks of all mod-
ern-day technology and while one of the largest
global industries today, the semiconductor industry
dates back to World War II and USG strategic in-
vestment to develop Metal Oxide Semiconductor
Field-Effect Transistors (MOSFETs). In the late
1940s, DoD distributed R&D funding to several
research organizations to encourage competitive
development of semiconductors, and NASA has
also invested R&D funding to develop semicon-
ductors for use in space.”’ Even more, from 1952-
53 the USG helped fund the development of U.S.
semiconductor manufacturing capabilities for com-
mercial production, and maintained demand for
semiconductors by awarding industrial prepared-
ness contracts to the first manufacturers (Western
Electric, General Electric, Raytheon, RCA, and
Sylvania).” These contracts provided much of the
help that commercial industry needed to get their
production efforts up and running, and DoD’s in-
vestment totaled $40 million.?

The value of the US. investing in semiconductors
is that it created a new defense industry, and a tech-
nology, that without which, the modern-day world
would cease to function. From 1981 to 2011, the
semiconductor industry contributed more than any
other industry in terms of growth in value added,
growing 264.9%, past petroleum refineries and the
pharmaceutical industry.” In 2015, United States
companies produced 50% of the world’s semicon-
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ductors, a market valued at $339 billion globally in
2016.** In the U.S. alone, the semiconductor indus-
try is the third largest manufacturing industry, con-
tributing $65 billion to the U.S. economy.” More im-
portantly, semiconductors today drive a more than
$1.3 trillion dollar global economy of goods and

services.?

THE DEVELOPMENT OF THE INTERNET

The Internet has caused a level of disruption in
our modern world that is unmatched. It is an in-
tegral part of modern society, undergirding busi-
ness, government, education, social interaction,
and virtually all other aspects of modern life. The
creation of the Internet was made possible by the
creation of its precursor, ARPANET, a govern-
ment-funded defense project initially aimed at
linking Pentagon computers. Funded on the order
of millions of dollars, ARPANET and its progeny
the Internet have resulted in novel, multi-billion
dollar industries and have optimized an untold
number of existing industries. The sprawling na-
ture of the Internet’s influence in every industry
imaginable makes calculating the ROI of ARPA-
NET impossible, but it

can surely be considered

one of the most profit-

able ventures the USG

has invested in.

The Advanced Research
Projects Agency Network
(ARPANET), was an ex-
perimental computer net-
wotk created under DoD
in 1969. ARPANET was
an end result of years
of research in computer
communications, prompt-
ed by the very real threat
of a surprise nuclear at-

tack by the Soviets. ARPA

gave birth not only to computer networks and the
Internet, but also computer graphics, parallel pro-
cessing, computer flight simulation, and many oth-
er technological innovations.”” Attempting to mea-
sure the total impact of the Internet on the global
economy is difficult, but McKinsey in 2011 put it as
$8 trillion dollars,”® and Boston Consulting Group
put it around $4 trillion in 2012.%

ARPA’s development of computer-linking net-
works would eventually bring the dawn of today’s
Information Age. This investment seeded the
development of novel and now widely used forms
of connecting humans to information, goods,
services, and each other. Furthermore, because it
played an integral role in the creation of the plat-
form used by most modern technology, the United
States is a leader in many of the tech-related sec-
tors made possible by the existence of the Inter-
net. While the history of the US. government’s
involvement in the development of the Internet is
lesser know, it is one of the best examples of the
USG’s crucial and timely investment in R&D for a
high-risk, high-reward technology, with truly incal-
culable returns.
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The formative pressures that led to the U.S. Navy
involved protections of similar freedoms, even as
the country was in its initial formative period. In-
terestingly, as early trade contact between the U.S.
and China grew substantially, the US. built sup-
porting outposts and ports throughout the Pacific.
This expansion led to an increase in U.S. diplomatic
interaction between the two countries and increas-
ing prominence of U.S. international standing,

However, growing commerce and trade led to the
need for military protections. The establishment of
the U.S. Navy on 13 October 1775, was a response
to piracy that plagued the Atlantic Ocean, Carib-
bean, and Mediterranean Sea. President George
Washington responded by creating the Naval Act
of 1794, which authorized the Navy as a defensive
force for the protection of merchant ships. Mean-
while, piracy attacks continued well into the 1800s
as many former colonies in South America gained
independence, creating a niche for pirates to take
advantage of unprotected merchant ships.

In response, the U.S. Navy provided escort ships
for protection of commercial vessels and small
craft ships to search for pirates. As counter-piracy

pressures mounted, the USG was driven to invest in
science and engineering, which better enabled the
Navy to perform its mission. For instance, the first
steam-powered ship was a consequence of, and led
to the end of, frequent piracy attacks. As piracy at-
tacks decreased in response to defense investment,
the US. was able to clear the way for American
economic interests in South America. By the mid-
1800s the Navy was so successful in protecting and
preserving US. commercial interests that it helped
solidify American western expansion all the way to
the Pacific Ocean.

So, we see the creation of the Navy was a response
to U.S. economic growth that included the devel-
opment and protection of Freedom of Seas. A
growing U.S. economy led to US. exploration and
expansion across the Pacific, Caribbean and Atlan-
tic, while U.S. interests in commerce and trade in-
creased U.S. diplomatic ties. These ties matured and
were preserved by an outward-looking and techno-
logically-advancing U.S. defense structure.

Looking to the westward expansion, in 1790 the

US. claimed all Indian territory east of the Mis-
sissippi River and granted all Indian affairs to the

Image credit: NASA.
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War Department (i.e., US. Army and U.S. Navy).
Westward expansion was incentivized by the U.S.
government through legislation that created op-
portunities for economic mobility (e.g., the Mani-
fest Destiny movement and the Homestead Act of
1862). Subsequently, the government sent troops
to maintain law and order and protect commercial
assets that developed, so as to assure the continued
success of its incentivizing westward expansion.

From 1815 to 1860 the U.S. Army’s main function
was to protect U.S. settlers from Native Americans.
As transportation was a key component of settler
protection, the Army was responsible for facilitat-
ing easier transportation routes westward. West-
ward expansion led to an explosion of innovation
linked to new infrastructure and transportation
routes. Steamboats replaced sails, and the railroad
replaced the horse and buggy. These technologies
and protections provided by the Army allowed
economic growth to surge as settlers were able to
move goods and people more freely and safely,
which were paramount in solidifying American ex-
ploration, expansion, and economic growth.

Fast forward to to-

day, and the critical

role of space in

society has driven

a need for defense

in space. The proliferation of counterspace weap-
ons places at risk satellites in all orbital regimes. As
in the past, the military is called on to protect free-
doms of navigation and operations in the “interna-
tional waters” of space.

The military must provide such protections in or-
der to ensure the availability of military platforms,
whether surveillance, navigational, or otherwise.
Today, the focus of space operations is largely in
support of terrestrial missions. The resilience of
our military space architecture is critical to our
warfighting capability. However, in the future, ad-
ditional military requirements will focus on space-
based protections of commercial, as well as mili-
tary, platforms, and extend beyond the geo belt to
the moon, key deep space locations (such as the
L.1/1.2 points), asteroid intercept orbits, and even-

tually Mars. The military will again be asked to
provide services similar to those in the westward
expansion, maritime counter-piracy, and similar
historical examples, except this time in the global
commons of space.
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The launch of Sputnik created a political and pub-
lic outcry over the apparent missile-gap. The Soviet
Union had beaten America to space, and there was
building national pressure to bridge that gap. Presi-
dent Eisenhower was less concerned with the pres-
tige of the Soviet’s accomplishment than he was with
the confirmation of Soviet intercontinental ballistic
missile capabilities. The memory of Pearl Harbor
was fresh, and he was increasingly concerned about
the potential for a Soviet surprise attack. This fear
only furthered the need for a reliable source of in-
telligence. Purposed and ongoing surveillance op-
tions, including balloons and the U-2, were danger-
ous and had difficulty penetrating the interior of the
country, while human intelligence (HUMINT) op-
erations had limited efficacy within the closed soci-
ety of the USSR. This left reconnaissance satellites
as the last remaining viable option. The task facing
Eisenhower was to develop the needed technology
and conduct the operations covertly, while simulta-
neously assuaging public anxiety.

The debate over which military service should
take lead in this endeavor was fierce. Each branch
was pursuing their own space program. The Army
was operating the Army Ballistic Missile Agency
(ABMA) headed by Wernher von Braun and the
Jet Propulsion Labs (JPL), the Office of Naval Re-
search (ONR) was running the Vanguard program,
and the Air Force had Western Development Divi-
sion (WDD) under General Bernard A. Schriever
and the WS-117 program with the CIA. The numer-
ous, simultaneous programs created infighting and
duplicative research and development, with massive
cost and suboptimal results. Furthermore, the optics
of military services operating all American space
operations risked increased tensions and potential
militarization of space. In 1957, Eisenhower tasked
James R. Killian, the chair of the newly formed
President’s Science Advisory Committee (PSAC),
to create plan to reorganize the national space pro-
gram. From the so-called Killian Report provided
the seed from which the modern-day organizational
structure was formed.

The Killian Report, and by extension the arrange-
ment of the national space program, needed to ad-
vance scientific knowledge and provide the research

needed to meet military and intelligence needs,
while maintaining the secrecy of covert programs,
minimizing risk of military escalation in conflict,
and assuaging public worries of Soviet space domi-
nance. On this point, Eisenhower said that informa-
tion from purely scientific exploration should “be
made available to all the world. But military research
would naturally demand secrecy. The highest priori-
ty should go of course to space research with a mili-
tary application, but because national morale, and to
some extent national prestige, could be affected by
the results of peaceful space research, this should
likewise be pushed, but through a separate agency.”
To achieve these goals, the report recommended
the creation of a separate civilian space agency to
advance scientific knowledge and pursue peaceful
applications of technology in space, a recommen-
dation that would eventually lead to the creation of
NASA through the National Aeronautics and Space
Act of 1958.7

The emphasis on maintaining peace in space was re-
peated, and was a driver of NASA’s creation instead
of restricting research and development to the mili-
tary services, leading to the unique civilian-military
split America maintains to this day. However, mili-
tary leadership was generally opposed to the plan.
Aiming to maximize cooperation between civilian
and military space programs, NASA was created
from the already existing National Advisory Com-
mittee for Aeronautics (NACA) which had a previ-
ously established positive working relationship with
the military. NASA was also given control of the
majority of the Army and Navy’s space programs.
With that, the Air Force became the leading military
service in space, and NASA could promote Ameri-
can interests in space under the auspice of peaceful
scientific endeavors.

The need for reconnaissance was still paramount,
and military programs in various services still suf-
fered from competing interests, lack of coordina-
tion, and duplicative programs. This inter-service
rivalry was hurting the ability of any one agency
to provide needed technology development to give
intelligence capabilities. The Advanced Research
Projects Agency (ARPA) was created to rectify
this problem in 1958 by bringing all military space
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R&D under one roof in OSD. Soon after, ARPA
began the Discoverer program, which was termed
a “satellite technology development effort.” In real-
ity, it was a continuation of the Air Force’s WS-117
program, and was funded through the CIA to place
a reconnaissance satellite in orbit with a classified
imaging payload known as Corona.”® Within a yeat,
the first test was launched, and first successful imag-
ing and recovery from space occurred a year later.
The cover provided by NASA as a highly public and
peaceful agency was pivotal in obscuring the under-
lying purpose of highly visible launch tests, and al-
lowed the “freedom of space” and right of over-
flight established by Sputnik to continue without a
race to militarize space. The problem of maintain-
ing peaceful access to and use of space while ob-
taining vital intelligence through satellites had been
solved. By the end of 1959, after the successfully
maturing necessary technology for Corona, ARPA
transferred most of the Air Force’s space programs
back to it and moved on.”

This left a gap in the management and development
of reconnaissance satellites. In 1961, Eisenhower
approved the creation the National Reconnaissance
Office (NRO) which would be a classified, civilian
intelligence agency within DoD responsible for the
design, acquisition, and operation of all reconnais-
sance satellites with minimal bureaucracy. The NRO
would house the Air Force, CIA, and Navy programs

in a decentralized federation of programs, and in
1962 these were split into the “alphabet programs”
which had separate physical locations. The program
remained classified and highly effective, despite in-
ter-service rivalry and budgetary battles between the
programs, until its declassification in 1992.%

With the creation of the NRO, the structure of
the national space program was largely cemented.
NASA headed up all civil space programs, the Air
Force remained the largest military player in DoD
space arena (though the other services, especially
the Navy, maintained some capabilities), and the
NRO headed all classified, intelligence satellite op-
erations for the IC.

Satellites are also increasingly important in military
operations. During the Cold War, satellites were
primarily used for reconnaissance and as a cen-
tral component of nuclear architecture. These as-
sets were so strategically important to the US. and
USSR that they were immune to attack except in the
event of a major nuclear exchange. Today, military
satellites have been routinely used in conventional
warfare since at least the Gulf War in 1991. Called
“the first space war” by Air Force General Merrill
McPeak, Operation Desert Storm is notable for the
successful use of GPS-guided precision weapons.
Today, military operations are critically dependent
on satellite technology for communications, imag-
ery, and navigation.
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Satellite technology has drastically shaped our
contemporary economy and society as they tran-
sitioned from government to commercial applica-
tions. Satellites have improved business operations
in a variety of industries including agriculture, con-
struction, transportation, and banking. In addition
to increasing productivity and reducing expenses,
satellite technology is now a part of everyday life
for the average global citizen, enabling ATM trans-
actions, scientific research, and weather reporting.
Commercialization and competition have also al-
lowed for rapid technological progress, with com-
panies attaining capabilities once reserved to the
US. military including high-resolution satellite
imagery, signals intelligence, and space situational
awareness.

Space ceased to be an exclusively military domain
with the explosion of commercial telecommuni-
cations. The first major players in the sector were
American Telephone and Telegraph Company’s
(AT&T’) Bell Laboratories and the Hughes Air-
craft Company. In 1962, AT&T paid NASA to
launch its first satellite, Telstar 1. The next year,
aided by research support from NASA, Hughes
Aircraft continued the commercialization trend by
developing the first successful geostationary satel-
lite. These events combined to set in motion the
development of the global communications satel-
lite industry. In 1962, Congress passed the Com-
munications Satellite Act, which authorized the cre-
ation of the Communications Satellite Corporation
(Comsat), a private firm that would develop all U.S.
commercial satellites. Two years later the interna-
tional satellite communications consortium Intelsat
was formed, function as a public-private consor-
tium that contracted with NASA to launch its sat-
ellites. The USSR also pursued satellite technology,
putting up a number of satellites and creating, In-
tersputnik, an organization comprising eight other
Communist countries, led by the Soviet Union.

The benefits of GPS in particular have been es-
pecially fruitful. Originally developed and launched
by DoD in 1973 for military purposes, GPS satellite
constellation became fully operational in 1995.*" It
consists of 31 satellites, each containing an atomic
clock that synchs regularly with high-precision tim-

ing devices at the U.S. Naval Observatory. Phones,
ATMs and other devices can register the timing sig-
nals from three or four satellites, and use this data
to triangulate their relative position on Earth. ATM
and point-of-sale transactions rely on GPS time
mechanism in order to prevent over-drafting. Like-
wise, stock market exchanges rely on the precise
atomic clocks of GPS in order to systematize the
thousands of transactions occurring every minute.

Satellite imaging is also a crucial aspect of today’s
economy that enables analysis of weather pat-
terns, topography, forest cover, crop yield, pollu-
tion, infrastructure quality, and fish abundance.”
Such imaging empowers better-informed choices
for businesses and decision makers. Accurate
forecasting about impending storms for example
allows for prompt evacuation and fortification of
valuable assets. Commercialization and competi-
tion in this sector has resulted in rapid techno-
logical advancement with far-reaching benefits
to society including high spatial resolution, wide
geographic coverage, and widespread access to
once difficult to access information — now anyone
with an Internet connection can analyze satellite
imagery using Google Earth.

More recently, the burgeoning commercial launch
sector have made great strides. Companies like
SpaceX, Blue Origin and Sierra Nevada are pro-
posing unheard of ventures like civilian tourism.
The commercial space launch sector in particular
is growing rapidly. The United States executed 22
launches in 2016, the most of any country, all of
which were conducted by private companies. By
improving efficiency with features like reusable lift
vehicles, the commercial launch industry is upset-
ting historic monopolies. The United Launch Al-
liance for example, a joint venture of Lockheed
Martin and Boeing, had a monopoly on military
launches for more than a decade until 2016, when
the Air Force awarded a contract to SpaceX.

As cost per pound to launch continues to decrease,
the number of satellites to be launched over the
next decade is projected to increase markedly, with
companies like OneWeb planning to launch a con-
stellation of over 700 satellites for the purposes of
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providing high-speed broadband.* Such crowded-
ness complicates space traffic management and
raises concerns about how to deal with debris
moving forward.

In addition to vast satellite constellations and tour-
ism, disruptive activities like asteroid or lunar min-
ing may be a reality in less than a decade. Goldman
Sachs published a report in 2017 forecasting the
profitability of mining for rare minerals in space.
For example, in 2016 Luxembourg legalized as-
teroid mining* and provided millions of euros in
funding to Ametican mining companies.®

Even military operations and national security ap-
plications have become increasingly dependent
on commercial satellites. Functions like imagery,
communications, and navigation, for example
guidance for manned and unmanned military air-
craft, rely on both government and commercially
owned and operated satellites. In fact, the demand
for satellite communications within DoD has so
rapidly outpaced DoD’s own capabilities that they
lease capacity from commercial satellite opera-
tions. Commercial satellite imagery is rapidly re-
placing large, expensive government imaging ca-
pabilities, and the demand for imagery and video
continues to grow.
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The current cost to launch a satellite has declined
to about $60 million, which is projected to fall as
low as $5 million in the near future. Satellite mass
production could decrease the cost from $500
million to around $500,000 per satellite.”’ As cost
per pound to launch continues to decrease, the
number of satellites to be launched over the next
decade is projected to increase markedly, with
companies like OneWeb planning to launch a con-
stellation of over 700 satellites for the purposes
of providing high-speed broadband.”

However, the space market is much more than
just satellite communication and sensor technolo-
gies. Enormous amounts of valuable resources ex-
ist within our solar system. It is believed that some
near-Earth asteroids have resources valued at $5.6
trillion to $27 quintillion.”” Companies like Plan-
etary Resources and Moon Express are aiming to
exploit such objects beyond low Earth orbit. Ad-
ditionally, there are areas of investor interest in mi-
crogravity research, space energy, and space habitats
and real estate.”* Major pharmaceutical companies
like Merck and Procter & Gamble have all con-
ducted drug tests on the International Space Sta-
tion over the past decade. They are utilizing the
expanding potential of microgravity research for
their pharmaceutical development.” Furthermore,
in 2016, a Singapore-based company secured $35
million in venture funding to develop “space sweep-
ers,” exploiting the space junk commercial sector.™

Not only has space become increasingly commer-
cialized, it is also increasingly diverse in terms of
nationalities represented. Before the fall of the Ber-

lin wall, the U.S. and the USSR combined launched
93% of all satellites. From 1991 to 2016, 43% of
new satellites have been from nations other than the
US. and Russia — primarily China, Japan, Europe
and India. Today, nearly 60 countries operate satel-
lites, numbering approximately 1,738 in total.”’

Today there is high demand for satellite and space-
based services, with new capabilities rapidly being
developed. The future of space promises to be even
more congested, contested and competitive than it
is today, characterized by an abundance of actors,
satellites, debris, and uncertain rules of engage-
ment. Countries seeking to augment their wealth
look to the stars, where satellite communications
and high-speed Internet improve domestic produc-
tivity. Similarly, rising world powers looking to gar-
ner prestige or make known their technical prowess
have ambitious goals in space, from moon landings
to colonization of celestial bodies.

The US. should be the leader in space now and
into the future, but it must continue to invest in the
foundations of infrastructure and R&D in order to
attain and maintain this dominance. The U.S. needs
to seize this opportunity for domestic economic
growth, for if it does not, other countries will sure-
ly step in to fill the void. Now is the time for the
United States to lead investment to stimulate this
growth and entry into civil space. The USG should
not cede economic leadership in space to foreign
adversaries. Our investment in space will continue
the United States’ economic growth and prosperity
in new frontiets.
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“Space is a warfighting domain just like air, land
and sea,” saild Air Force General John Raymond
about China’s ASAT tests. “In the not-too-distant
future, they will be able to use that capability to
threaten every spacecraft we have in space. We have
to prevent that, and the best way to prevent war is
to be prepared for war.”*’

The vulnerability of satellites in particular reveals
the inadequacy of current US. policy to address
potential attack. As of now, there exists no policy
document explaining what the response would be
to a deliberate attack on U.S. satellites, and accord-
ingly no government body granted authority to car-
ry out such a response. Moreover, even given ad-
equate policy and delegation of responsibility, U.S.
technological ability to respond to an attack is lack-
ing. The ability to respond hinges upon the ability
to determine the origin of the attack (i.e. attribu-
tion), which is not guaranteed. During the Space
Race, because there were only two actors capable
of mounting attacks on one another, attribution
was automatic. Today, not only can many nation
states target satellites, but individuals can as well.

“Jammers,” devices used to block satellite signals,
can be purchased online for a few hundred dollars.
During the Iraq War, the US. experienced multiple
hostile jamming efforts on commercial satellite
communication (SATCOM) long after the regime
had been toppled. A similar tactic used to interfere
with satellites is “spoofing,” the manipulation of a
satellite signal so that it falsely resembles a legiti-
mate signal. In 2011, Iran claimed that it success-
fully downed an American drone via GPS spoof-
ing, tricking the drone into landing in Kashmar in
northeastern Iran. Though not confirmed by the
United States, the minimal damage suffered by the
drone in the downing process suggests it was a cy-
ber in nature. North Korea and Russia have like-

wise been suspected of jamming satellites.*"

Because attribution and constant defense of space
assets cannot be guaranteed, the U.S. must make its
space assets resilient to retain operational capac-
ity through attacks.”” In the domain of space, this
translates to having the ability to lose some assets
without completely succumbing under the pres-
sure of the damage sustained. This is not the case
in the present moment; “Our current enterprise is
not resilient enough to survive a war that would
extend into space,” reported Major General Ste-
phen Whiting of the Air Force Space Command,
because “most of our current space systems were
designed when space was considered a benign envi-
ronment.”® In order to reduce the cost of launch,
many military space systems have been launched to-
gether, meaning that some satellites have communi-
cations, surveillance, navigation, and missile-warn-
ing capabilities all housed on the same craft. This is
a dangerous arrangement that threatens to wipe out
vast military capabilities in single point attacks. The
ability to repair damaged assets (i.e. reconstitution)
is an equally important aspect of securing space sys-
tems, but the high cost of launch, combined with
little R&D spending in launch optimization, makes
reconstitution an unfeasible solution in the event of
an attack or a collision with space debris.

These many changes to the space environment
since the original national space program was orga-
nized throws into sharp relief the need for a mod-
ern restructuring,
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NASA has an extended and successful history
of working with commercial partners. From its
inception, the agency has partnered with private
contractors on the development of launch ve-
hicles and spacecraft. However, in early years,
program and technology design was guided by
NASA dictation and requirements. There has
been a steady trend away from this practice — with
some setbacks — that include congressional legis-
lation and presidential edicts aimed at increased
commercialization. Around the turn of the cen-
tury, NASA’s Alternate Access to Station (AAS)
program and Space Launch Initiative (SLI) con-
tinued to increase commercial industry establish
cost-effective space transportation capabilities
and move government away from day-to-day op-
erations, by encouraging development of privately
owned and operated second generation reusable
launch vehicles (RLVs), but there was still NASA
driven requirements in the relationship.* The lat-
est and most successful program, resulting in the
first commercial spacecraft to reach the Interna-
tional Space Station, is the COTS initiative estab-
lished in 2005. Over the course of COTS, about
$800 million was spent by NASA on the develop-
ment of two commercial systems. The program
represented a significant advance in the afford-
ability of commercial cargo and crew transpor-
tation and demonstrated the utility of potential
future NASA-funded public-private ventures.®

In order to facilitate American leadership in the
commercialization and industrialization of space,
the federal government must undertake an invest-
ment effort in technology R&D and marketization
infrastructure similar in scope to past revolutionary
government efforts, with NASA leading the effort
by partnering with the commercial industry over
and above what it has done in the past. This will
require new partnership mechanisms, whether it
be R&D consortia, innovation clusters, numerous
contractual agreements, or other methods, and will
require a holistic approach to bring private industry
together with the government to support the entire
supply chain of a new space infrastructure. This
will require partnership and cooperation across
each component supplier and system integrator

along the supply chain.® Furthermore, NASA must
leverage its distinctive expertise in component in-
tegration and full system design that it has devel-
oped over decades of space operations, as well as
the design, testing, and construction infrastructure
it already has access to at many of its facilities. The
investment must help overcome the barriers to
largescale private funding as well, namely the pro-
hibitive cost and infrequency of launch, high capi-
tal requirements for space infrastructure design,
and regulatory roadblocks, and a lack of commer-
cially viable investment options. Overcoming these
roadblocks will lead to a self-sustaining market, and
is a primary goal of a NASA led federal stimulus.

In-house technology development should be out-
sourced and contracted to industry, along with a
transition from internal science research to funding
of research. This will require a shift in NASA’s mis-
sion from conducting research internally to a fund-
ing model more akin to NSF or DARPA, where
external performers are funded to meet mission
needs. This will also return NASA to its roots in
fostering civil aviation as NACA (National Advi-
sory Committee for Aeronautics). NASA centers
should function largely as industry partnership cen-
ters rather than full R&D, procurement, produc-
tion, and operations centers.

There are successful precedents for this type of re-
structuring, DoD has a defense industrial base to
support its mission, NASA should have a similar
space industrial base. The Department of Energy
has its own labs, but does not build and operate the
whole national grid — that has been commercialized.
NASA can become a hybrid of these practices, us-
ing best practices from various successful govern-
ment-commercial ventures while also leveraging its
existing institutional knowledge, infrastructure, and
expertise in concert with private ventures. Granting
NASA an increased budget to further underwrite
costs and fund commercial ventures will stimulate
a vibrant commercial economy and infrastructure
in space. An investment made by NASA in the civil
development of space, similar to seminal invest-
ments made in the nation’s past, would prompt the
certain global leadership of the U.S. in space.
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By 2040, revenue generated by the space industry
is forecasted to be valued in the trillions of dollars.
Every major nation is investing heavily in develop-
ing space capabilities. Maintaining and extending
leadership in this burgeoning environment will re-
quire the government to once again act as a key
investor. Today, American industry is leading the
way in developing space, but US. government in-
vestment is still needed to reduce risk and jump-
start innovation through research. Waiting for the
private sector to commercialize and industrialize
space could cede dominance to other competing
nations or allow space activities to develop that
conflict with U.S. interests. Growth in the space in-
dustry will lead to growth of the U.S. economy and
therefore an increase in the domestic tax base and
US. government revenues that are likely to repay
these investments many times over.

RECOMMENDATIONS FOR NASA

In order to facilitate American leadership in the
commercialization and industrialization of space,
the federal government must undertake an invest-
ment effort in technology R&D and marketization
infrastructure similar in scope to past revolutionary
government efforts, with NASA leading the effort
by partnering with the commercial industry over
and above what it has done in the past. The US.
needs to seize this opportunity for domestic eco-
nomic growth, for if it does not, other countries
will surely step in to fill the void. Our investment
in space will continue the heritage of the United
States’ ceaseless growth of its economy and pros-
perity in new frontier, forging a path where others
fear to tread.

Recommendations for NASA

- NASA must lead a concerted national
effort that marshals the entire civil
movement of humans in space.

« NASA's mission should shift to leading a
civil, commercial, and industrial venture into
space enterprise to create a robust industrial
infrastructure in LEO and cislunar space.

«  NASA should encourage, partner with,
and underwrite the costs and risks of the
commercial space industry in coordination
with its existing programs. Science and
exploration should be mission-driven to
support this goal. NASA should coordinate
with the Departments of Commerce, State,
Transportation, and others as needed.

«  NASA should be resourced
appropriately to fulfill this mission.
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The exploration,
exfiaision and
settiament of the
U.5. frontier and its
commercial interests
would not have heen
possible to defend
and maintain without
the role of the U.S.

military.
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As NASA propels the commercial space program
forward, DoD must mimic its growth. The expan-
sion of United States Code Title 10 to space will be
needed to accomplish this, and will require the au-
thorization of new roles and responsibilities within
DoD. Title 10 gives DoD the authority to wage
war and defend U.S. interests. In keeping with this,
the role and responsibilities of all Title 10 agen-
cies must be expanded to include the development
and deployment of a full range of capabilities for
the defense of all space-based U.S. assets. This in-
cludes the authority to equip, arm, and deploy as
necessary, in order to ensure economic freedom of
U.S. commercial activities in space. DoD must not
be beholden to other civilian or intelligence agen-
cies to develop its space-based requirements, and
must have the authority to acquire new technology
as needed. This expansion is in addition to current
protections provided by DoD which includes the
support of Earth-based operations. As technol-
ogy becomes increasingly more sophisticated and
complex, the demand for protection and defense
of U.S. economic interests in space is imminent.

As shown by the previous brief historical analysis,
DoDs role and responsibilities of protecting com-
mercial assets and human outputs is not novel. How-
ever, the ability for DoD to evolve to the changing
frontier landscape is. The development and subse-
quent protection of space-based infrastructure will
allow DoD to support and enable space explora-

tion by both directly and indirectly improving U.S.
quality of life. Moreover, as leaders in space, the
US. sets the precedence for other countries and
non-state actors by providing a safe, secure and in-
novative climate for space activity; henceforth, US.
capability in space will not only improve U.S. quality
of life, but for all wotld citizens.

RECOMMENDATIONS FOR THE
DEPARTMENT OF DEFENSE

The Department of Defense should build a space
defense capability to protect our space assets and
keep critical infrastructure open. Countries like
China have matured their perspective of space to
one of a domain of enterprise by reorganizing
its military (e.g., the Strategic Support Force) and
heavily investing in various technologies that tar-
get vulnerable U.S. space-based operational centers
(e.g,, A2/AD, kinetic-kill, co-orbital, and directed
energy ASAT weapons). To maintain leadership in
space, we must embrace space as “the next fron-
tier” by protecting our interests and citizens. To do
this DoD must be assigned new roles and respon-
sibilities in an expanded civil space effort. United
States Code Title 10 gives DoD the authority to
wage war and defend U.S. interests. Title 10 should
include the development and deployment of a full
range of capabilities for the defense of all space-
based U.S. assets.

/
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Recommendations for the
Department of Defense

«  The Department of Defense’s mission must
include the requirement to protect U.S. interest
and commerce in space. The Department of
Defense should be tasked with ensuring the
freedom of U.S. commercial activities in space.

«  ExpandTitle 10 authorities to enable
DoD to develop and deploy capabilities
for defense of space-based assets.

«  The Department of Defense should be
resourced appropriately to fulfill this mission.

/
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Space is a central aspect of the IC’s history and
identity, starting with the use of spy satellites
in the Cold War. The IC’s role in space must be
stated outright in USC Title 50 moving forward
so as to prioritize the IC’s surveillance of and
information gathering in the increasingly popu-
lated and contested space domain, as well as on
Earth. The IC’s current role in space consists only
of operating reconnaissance satellites capable of
monitoring potential national security threats on
Earth, in support of the National Reconnais-
sance Office and DoD’s mission. This reconnais-
sance in space is enabled by a variety of satellites
with different functions. This includes satellites
responsible for capturing high-resolution pho-
tography (IMINT), measurement and signatures
intelligence (MASINT), and signals intelligence
(SIGINT). SIGINT is a broad category of intel-
ligence that includes: communications intelligence
(COMINT) — the eavesdropping on voice or mes-
saging communications; foreign instrumentation
signals intelligence (FISINT) — the monitoring of
non-human communication; and electronic intel-
ligence (ELINT) — the monitoring of non-com-
munications transmissions, like radar.®® Histori-
cally, space intelligence has proved an invaluable
resource for the U.S. to avoid conflict. During the
Cold War, IMINT and FISINT capabilities al-
lowed both the U.S. and USSR to monitor each
other’s nuclear arsenals, ultimately paving the way
for mutual trust in non-proliferation treaties. To-
day, such capabilities are enduringly necessary as
rogue regimes like North Korea and Iran advance
their nuclear ambitions. However, with an increas-
ingly populated space domain, the IC’s capabilities
in space need to expand to monitor activities in
space itself, as threats to national security is no
longer earthbound.

A number of adversarial nation states with ambi-
tious space projects present the most immediate
national security threats for our space-based as-
sets. In his June 2017 statement to Congress, Di-
rector of National Intelligence Dan Coats identi-
fied Russia and China as particularly worrisome;
“We assess that Russia and China perceive a need
to offset any U.S. military advantage derived from

military, civil, or commercial space systems and
are increasingly considering attacks against satel-
lite systems as part of their future warfare doc-
trine.”® Satellite systems are a natural target for
adversarial nations because they inform all mili-
tary operations; satellites handle military commu-
nications, enable warfighters to navigate using
GPS, can take high-resolution photography of a
rival’s arsenal, can intercept a rival’s communica-
tion, and can detect signals from nuclear weapons.

China is also seeking to advance its military ca-
pabilities in space, hoping to capitalize on the
strategic importance of space in war. As previ-
ously discussed, China has already demonstrated
a capability to shoot down crucial satellites, ren-
dering real the threat discussed above. The 2007
antisatellite missile (ASAT) test is perhaps the
most widely remembered of China’s military op-
erations in space, in which a failing Chinese weath-
er satellite was destroyed by a kinetic-kill vehicle,
effectively doubling the amount of debris in low
Earth orbit and raising questions about whether
such an act constituted the militarization of space
— strictly prohibited by the Outer Space Treaty of
1967, of which China is a signatory. Furthermore,
in multiple reports to Congress, the DoD has de-
scribed how the Chinese government is investing
in defense and intelligence capabilities in space,
with particular emphasis on “satellite communi-
cation (SATCOM), intelligence, surveillance, and
reconnaissance (ISR), [and] satellite navigation
(SATNAV).”" The report explains that together
with its civil space program, the Chinese military
is investing in technologies designed to harm or
hinder the use of space-based assets by rivals dur-
ing a conflict, such as directed energy weapons
and satellite jammers.”

To monitor the activities of adversaries, the 1C
must prioritize its activities in the space domain.
Having robust intelligence capabilities is an im-
portant method of deterring aggression from
would-be assailants, who would be reluctant to
mount attacks easily foreseen by the United States.
Such efforts are already underway; In 2014, the
Air Force launched two Geosynchronous Space
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Situational Awareness Program (GSSAP) satellites
for the purposes of collecting intelligence on oth-
er satellites in orbit.”? However, these efforts must
be expanded beyond Earth’s orbit. As adversarial
nations plan missions to distant celestial bodies,
intelligence is required to determine if their ac-
tions threaten our own space missions. Similarly,
with commercial ventures like space tourism and
asteroid mining approaching actualization, intel-
ligence will be required to protect from menace

these important industries as well as to ensure
they are following international regulations. This
intelligence will empower DoD to act as a protec-
tor in space, ensuring peace and stability that will
allow commercial space to flourish.

RECOMMENDATIONS FOR THE
INTELLIGENCE COMMUNITY

The role of the IC is to inform the decisions of
the White House and DoD and is thus an inte-
gral part of the effort to secure U.S. space assets.
Should hostile nations set up outposts on nearby
celestial bodies, intelligence will be necessary to
determine the nature of their activities and the
risks they pose. Likewise, should commercial en-
tities build on-orbit operations, intelligence will
be necessary to ensure they are following interna-
tional laws and regulations. The IC must be pre-
pared to move its capabilities beyond Earth’s vi-
cinity, to follow the multitude of actors wherever
they position themselves, and to inform national
security threats wherever they arise. Consequent-
ly, we must ensure that the IC has the capability to
monitor space activities of our foes.

Recommendations for
the Intelligence Community

«  The Intelligence Community must monitor the
space activities and intent of our adversaries.

«  TheIntelligence Community should continue to
develop, procure, and deploy all national security
data collection technology under the sole
authority of the Director of National Intelligence
(DNI) as authorized in USC Title 50, and extend
this data gathering to the space domain.

«  TheIntelligence Community budget should
reflect this priority, with appropriate investments.

/
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NASA Guiding Investment
in Space Industry

NASA is uniquely positioned within the federal
government to drive and enable exploration and
enterprise in space. NASA has a history of pro-
ductive partnerships with private industry, and has
the expertise to drive the research and develop-
ment that will be needed to conduct space explora-
tion and enterprise successfully. The NASA of the
future should be chartered to lead the entire civil
space effort by taking on the historic role of the
US. government in incentivizing, partnering with,
and underwriting the risk of commercialization for
all future civil space capabilities. It will be the guid-
ing agency to create the infrastructure to open up
the new frontier of space. NASA has the techni-
cal experience and knowledge to fund, finance, and
accelerate the private projects that will propel the
industries of the future. For research and develop-
ment, this will require a shift in NASA’s mission
from conducting research internally to a funding
model more akin to NSF or DARPA, where extet-
nal performers are funded to meet mission needs.
This will also return NASA to its roots in fostering
civil aviation as NACA (National Advisory Com-
mittee for Aeronautics).

Need for Defense in Space

As the US. continues to launch assets into space,
the DoD must be able to defend these resources.
The exploration, expansion and settlement of new
frontiers and their commercial interests would have
not been possible to defend and maintain without
the role of the U.S. military. We expect the compet-
itive trends in space to necessitate a strong military
presence for deterrence and protection of critical
national interests. To do this, the DoD must be
given new roles and responsibilities in an expanded
civil space effort. United States Code Title 10 gives
DoD the authority to wage war and defend US.
interests. Title 10 should include the development
and deployment of a full range of capabilities for
the defense of all space-based U.S. assets. The ex-
pansion of Title 10 to space is the next step in pre-
serving and protecting U.S. commercial interests in
space, while affording the U.S. space program to

continue its role as a leader in the next frontier. The
absolute presence of US. defense and protection
capabilities from the U.S. military is paramount if
the US. is to preserve its dominant role in space,
and to take advantage of this unprecedented op-
portunity in the next economic frontier.

Intelligence Capabilities to
Accompany Defense

The role of the IC is to inform the decisions of the
White House and DoD. As the national space pro-
gram continues to expand into space, the 1C will
need to expand its capabilities with it to fulfill this
responsibility. Should hostile nations set up out-
posts on nearby celestial bodies, intelligence will be
necessary to determine the nature of their activities
and the risks they pose. Likewise, should commer-
cial entities build on-orbit operations, intelligence
will be necessary to ensure they are following in-
ternational laws and regulations. The IC needs to
be prepared to move its capabilities beyond Earth’s
vicinity, to follow the multitude of actors wherever
they position themselves, and inform on national
security threats wherever they arise.

Following this plan will revitalize the national
space program and promote both an economic
and a strategic U.S. lead in space, protected by a
robust and resilient defense and intelligence infra-
structure that will allow this leadership to contin-
ue into the future.
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